


“Getting started with cybersecurity 
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Board directors and executive 
management are focusing more 
time on cybersecurity threats and 

how to mitigate such risks. Cybersecurity 
governance is a trending topic, given 
that there are almost daily headlines 
on cybersecurity breaches, fines being 
levied related to unauthorized customer 
data leakage, financial losses and even 
ransomware events.

Information security, cybersecurity 
and data privacy are complex and 
ever-evolving topics, requiring 
organizations to constantly assess and 
update their defenses and incident 
response procedures. Bad actors try to 
find you (known as an organization’s 
“attack surface”), compromise your 
users and their devices, and once 
inside, try to find other vulnerable 
users and devices or servers. They 
even attack you through your supply 
chain.

Cybersecurity governance
But what exactly does “cybersecurity 

governance” mean for board directors? 
And how can an organization make 

sure that they have the right elements 
to mitigate cybersecurity risks? I can 
offer some advice given my experience 
as a telecom executive that included 
overseeing the information security 
and data privacy team. And as a 
board director, I can suggest some 
important questions the board needs 
to ask and suggest what organizations 
must implement:

Has the organization adopted 
a globally accepted cybersecurity 
framework? Frameworks, such as that 
of US National Institute of Standards 
and Technology, are helpful in ensuring 
the completeness and robustness of 
risk mitigation. And with the rise of 
hybrid work, has the organization 
adopted the concept of “zero trust”?

Has the organization evaluated 
or determined what are its most 
important proprietary commercial 
or customer assets? Manufacturing, 
retail, telecom, energy, health care 
and financial services organizations 
will have different assets critical to 
their operations, compliance and 
reputation. Continuing cybersecurity 
investments need to be directed 
toward protecting the most critical 
assets.

Does the organization perform 
regular vulnerability assessments? 
These assessments often involve 
engaging third parties to assess 
weaknesses from outside the 
organization (mainly through 
the internet), but also to assess 
vulnerabilities created internally 
(such as poor software development 
practices, information technology 
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employee behavior). And when starting 
out on this cybersecurity journey, 
has the organization performed 
a compromise assessment? This 
involves a deep scan of technology 
assets, including links with partners, to 
determine if there are indications that 
bad actors have already penetrated 
the organization.

Does the organization prioritize 
its cybersecurity investments in 
software, platforms, procedures 
and talent upskilling by matching its 
vulnerability assessment with its view 
of the most critical assets to protect? 
Many organizations soon realize that 
investments will never be enough, and 
therefore must ensure that they meet 
minimum safeguards, that they are 
prioritized, and that such investments 
have to be made over several years.

Priorities may also be adjusted 
regularly as new threats and 
vulnerabilities arise. “Dwell time,” 
which measures the time from 
discovery going back to when an 
issue started, needs to continually 
decrease. (In Mandiant’s M-Trends 
Report 2023, Asia-Pacific median 
dwell time worsened to 33 days.)

Does the organization track 
investments, action plans, procedure 
changes and talent regularly, to ensure 
continued progress in mitigating 
cybersecurity risks? Often, risk 
mitigation happens over several years 
and is constantly reevaluated as new 
threats arise, or new capabilities are 
acquired. Of particular concern is the 
global war for talent in cybersecurity, 
and organizations need to make 

difficult choices about talent hiring, 
upskilling and complementing with 
third parties and modern technologies, 
such as artificial intelligence-driven 
security software.

Addressing vulnerabilities
Does the organization have access 

to early warnings if there are newly 
discovered vulnerabilities, or if its 
defenses have been breached, or if its 
supply chain has been compromised? 
Usually provided by third parties, such 
“threat intelligence” is an important 
part of an organization’s toolkit.

Does the organization have a 
“push button ready” response team 
and procedures involving internal or 
external parties, in case cybersecurity 
breaches do occur? Are these tested 
regularly to ensure rapid response? 
“Contain time,” which measures the 
time from discovery to remedy, should 
constantly decrease.

In cybersecurity, they say that an 
organization needs to be lucky all the 
time, while an attacker needs to be 
lucky just once. There is no technology, 
software, platform, vendor, framework 
or response team that can guarantee 
that no breaches occur. But board 
directors and executive management 
can limit the impact to an organization, 
which is the essence of sound risk 
management. Or as they say, hope 
for the best but prepare for the worst.

(The author is a member of the Management 
Association of the Philippines. He is a retired 
Ayala and Globe executive. He was Globe’s chief 
technology and information officer from 2015 to 
2021, whose tasks included information security 
and data privacy. He is a fellow of the Institute of 
Corporate Directors. Feedback at map@map.org.
ph and iamgilgenio@gmail.com).
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With the recent opening of schools, 
I was reminded of a significant 
milestone that took place in 

September 2015, when 193 countries of 
the United Nations (UN) General Assembly, 
including the Philippines, committed to 
achieving the Sustainable Development 
Goals (SDGs) by 2030. Among the 17 
Global Goals are SDG 4: Quality Education 
and SDG 5: Gender Equality.

It has been eight years since the SDGs 
were adopted. The question to ask is are 
we even there yet?

With reference to the UN’s “The 
Sustainable Development Goals Report: 
2023 Special Edition” which presented a 
candid assessment of the global progress 
on SDGs, an estimated 84 million children 
and young people will still be out of school 
by 2030 and it will take 140 years for women 
to be represented in leadership positions. 
UN cited the COVID-19 pandemic and the 
war in Ukraine as the major causes that 
reversed the decades of progress we have 
so far achieved. Given this, the world is 
falling far behind in achieving quality 
education and is not on track to achieve 
gender equality by 2030.

GENDER BIAS IN FAMILIES
The family, as a primary agent of 

socialization, is the foundation of values, 
behaviors, and social development. As a 
matter of fact, in Filipino culture, the family 
ranks in the top list of our life priorities. 
Inadvertently, gender and social norms, 
such as women being the default caregivers 
and men as the main financial providers of 
the family, are being perpetuated at home.

Oxfam’s report entitled “Understanding 
Norms Around the Gendered Division 
of Labour” reveals that the concepts of 
obligation or responsibility and the idea that 
each household member fulfills a prescribed 
role contributes to family harmony and 
unity. As traditional values still dominate 
our society, families inevitably conform to 
these expectations and socially accepted 
norms based on gender to avoid conflicts.

Furthermore, the language and social 
cues used within families perpetuate 
gender bias. In the same report, women 
who did not fulfill care responsibilities were 
generally perceived in a negative manner, 
often described as “lazy,” “negligent,” 
and “untrustworthy.” Therefore, as the 
report noted, the notion of women not 
being involved in care responsibilities is 
unacceptable. In addition, the Women 
in the Philippine C-Suite Study of the 
Philippine Business Coalition for Women 
Empowerment (PBCWE) and the Makati 
Business Club (MBC) found that, “timing 
is apparently crucial for women, especially 
when we recognize that aside from work, 
they also need to anticipate, plan, and 
prepare for their child-bearing and child-
rearing years or when prioritizing having 
a family.” Overall, the mindsets and 
perceptions that children learn at home 
are carried over in school, and eventually 
when they pursue their chosen professional 
careers.

FORMAL EDUCATION
Schools are extensions of a child’s 

“home,” and therefore, play an important 
role in eliminating gendered expectations 
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environments. Materials, such as textbooks 
and visual aids, are fundamental to learning 
(and unlearning) gender stereotypes. One 
of the prevailing examples of stereotypes 
is the belief that boys are “naturally” gifted 
in learning technical skills in math and 
science, while girls are good at livelihood 
education and literature. This example 
only further exacerbates the notion that 
gender is a major determinant of what 
professions children should pursue, which 
should not be the case.

Notwithstanding that gender bias still 
exists, we are seeing gradual changes 
albeit at a slow pace. Using data from the 
Philippine Statistics Authority (PSA), the 
Department of Science and Technology — 
Science Education Institute (DoST-SEI) 
reported that there was a 148% increase, 
from 179,000 in 1990 to 445,000 in 2015, 
in Filipino women pursuing careers related 
to Science, Technology, Engineering, and 
Mathematics (STEM). Females occupy 
nearly half of the country’s total science 
and technology workforce, prominently 
in the health industry, while women in 
engineering, architecture, and ICT-related 
fields remain to be under-represented. The 
under-representation can be attributed 
to the long-standing metaphor called 
the “leaky pipeline,” which refers to the 
decrease in number of female employees 
as they progress in their careers due to 
many factors, such as discrimination, lack 
of role models, gender pay gap, and the 
outdated idea of job segregation. Insights 
from the recent Women in Engineering 
Baseline Study, spearheaded by the 
Council of Engineering Consultants of the 
Philippines-Young Professionals Forum 
(CECOPHIL-YPF), further uncover that 
while it is believed that opportunities 
for men are similarly offered to women, 
factors that are unique to women must 
be considered — one of the main reasons 
why there is a need  to conduct gender 
sensitivity trainings in the workplace.

SOLVING PROBLEMS TOGETHER
Education starts at home and therefore, 

unlearning gender biases must start 
within families. When people are limited 
to conforming to obsolete beliefs, it hurts 
everyone. In a similar manner, academic 
institutions must hold gender sensitivity 
training among teachers and learners. 
In addition, an extensive review of the 
current curricula must be initiated to 
ensure that gender bias and harmful norms 
are removed from learning materials, and 
one is free to pursue a professional career, 
regardless of gender. Without a doubt, 
rendering a more gender-fair environment 
at home is conducive to achieving success 
in school and in the workplace.

The likelihood of achieving the global 
targets outlined in the SDGs is unlikely, but 
we are not saying that it is impossible. You 
may ask, what can we do immediately? I 
believe now is the right time to reverse 
mindsets and stand up for gender equality 
at home and in school. Let us start 
accepting the norm that men should have 
an active role in doing care work, and that 
it is normal for women to provide for the 
family. As they say, if not now, when?

I would like to end by sharing an African 
proverb, “If you educate a man, you 
educate an individual. But if you educate a 
woman, you educate a nation. When girls 
are educated, countries become stronger 
and more prosperous.”

(This article reflects the personal opinion of the 
author and does not reflect the official stand of 
the Management Association of the Philippines 
(MAP).)
 
Ma. Aurora “Boots” D. Geotina-Garcia is a member 
of the MAP Committee on Diversity, Equity and 
Inclusion. She is the founding chair and president 
of PHILWEN. She is also chair of the Governing 
Council of the PBCWE and president of Mageo 
Consulting, Inc., a corporate finance advisory 
services firm.

map@map.org.ph
magg@mageo.net
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https://www.youtube.com/watch?v=6DI7LjMOhiU
https://youtu.be/dHj_TfWrCX8?si=lSpTNVYhWGsAyYxS

https://www.youtube.com/watch?v=Bu5_5jauBlE
https://www.youtube.com/watch?v=UIn_lgDb3LQ
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